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Established in 1991.

Calibrand, the currency for talent, specialises in
providing software tools that

assess, monitor, measure, benchmark, track and test
people during periods of employment and training.

A 1SO 9001 2000 TickIT

A U.K. leaders in compliance & competence assessment
solutions.

A Proven solutions - Calibrand e -Portfolio, Calibrand
test, Calibrand Marker.
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Double Factor Authentication

The different types of Double factor
authentication to be explored will be

V' Username/password/authentication key
I Yubikey, RSA

V Data Forensics
- Timelines

V' Biometrics
I PIM, fingerprint
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Double Factor Authentication

Something you have and something

A
A
A
A
A
A

you know

Yubikey

RSA VIP Access

Photographic Invigilator Module
~ingerprint Technology

Data Forensics

Benchmarking Security Credentials
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The issues

A Invigilator/educator collusion with
candidates.

A Impersonation.

A Content security leak or theft.
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Collusion by educators

Teacher quits over exam 'theft' row

By Sarah Cassidy

A teacher accused of stealing GCSE exam papers to show to
candidates at a private tutorial college has resigned from her
job at a south London comprehensive.

A teacher accused of stealing GCSE exam papers to show to
candidates at a private tutorial college has resigned from her
job at a south London comprehensive.

The woman, who had taught English to refugee pupils at
Archbishop Lanfranc school in Croydon for 13 years, quit after
she and her husband were arrested on Monday night following a
police raid on the tutonal centre where they both work.

The couple, both in their 40s, were questioned and bailed on
Monday evening after police raided the Head Start private
tutonal college in Merton, south London.

The police had been called by the Edexcel examination board on
Wednesday last week after a local teacher made allegations of
cheating at the college. The teacher had been told by a pupil,
who was receiving extra tuition at the college, that a mock
GCSE maths paper she had taken there had been identical to
the real exam she sat the next day.

Officers raided the college the evening before the second GCSE
maths paper was due to be taken and found about ten pupils
reading through the real exam questions.JThe papers had beean,
ltaken from a sealed packef at Archbishop Lanfranc schoaol,
where the female teacher worked.
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Breach of trust 0 test paper theft

Uni exam theft shock

By Luke Mcliveen  The Daily Telegraph

THE prestigious University of Technology Sydney has been rocked by the theft of
completed exam papers from the office of a senior lecturer.

The Dally Telegraph can reveal four papers were stolen and others possibly tampered with
during the 15th-floor break-in at the Department of Mathematical Sciences last Tuesday night.

Senior lecturer and respected mathematician Layna Groen said yesterday her door was forced
open and the{completed papers stolen/before the final scores of 90 students could be tallied.

"Mine was the only office broken into," Dr Groen told The Daily Telegraph yesterday.

"There have been break-ins before but usually it is more than one office and they are looking for
computer equipment. It is suspicious that papers were taken

"The four students concerned were not friends, | have checked that — they were unrelated.

"It was possibly a student who was unhappy with their results has taken them. It's also possible
they broke in to change the results, to tamper with them.”

She said police were called and her office dusted for fingerprints after a colleague noticed her
badly damaged office door about 11pm last Tuesday.
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Not just paper exams

. The first of 2 qualifving examinations offered by the Medical Council of Canada (MCC) is
being revised afterra computer audit revealed a security breach and probable theft of examination questions|
in mid-October. MCC Executive Director Dale Dauphinee would not provide details of the security breach,
but said: “During an IT audit we saw something that surprised us. Let's just say that we have reason to

believe that this was not an accident. ™ He said the revised examination will be ready for the scheduled exams
in November. The MCC has hired the former commissioner of the RCMP to conduct an investigation.
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Going legal 0 Microsoft vs. TestKing

7 UNITED STATES DISTRICT COURT
WHSTERN DISTRICT OF WASHINGTON

MICROSOFT CORPORATIGN, a
Washington Corporation, No. C06-1116JLE

R=]

10 : Plainiift, STIPULATED PERMANENT
INJUNCTION
1 v.

12} SHAIIZAD SHAHNAWAZ, an individual;
OVE LUNDBERAQG, an individual;

13| CERTIFICATION TRENDZ,LTD.,a
foreign corporation, and JOHN DOES 4-20
14§ d/b/a/{“Testking,”

15 Defendants.
16
STIPULATION
l? Plaintiff Microsoft Corporation (“Microsoft™) and defendants Shahzad Shahnawaz,
i: Ove Lundberg, Certification Trendz, Ltd., respecifully move for, and stipulate to, entry of the

following Order.

o




Yubikey

A Deterrent against
collusion, impersonation,
provides proof.

A Something you have and
accept o0 legally o combined
with password you know!
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Yubikey

V One Time Password (OTP)
combined with fixed access code.

V Assigns responsibility to the
Yubikey holder (invigilator).
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RSAO Verisign Access

A Deterrent against
collusion, impersonation, provid
es proof and time dependent.

A Something you have and
accept 0Olegally o0 combined
with password you know!
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How RSA works

1 Sign In to Member Site 2 Enter Security Code

Already being used by
Ebay, Hotmail, Paypal , T-Mobile etc.
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Verisign o VIP Access for mobile
devices

Get VIP Access to help protect your online accounts. VIP Access generates a security code that you can
use in addition to your user name and password for safe and secure account access.

BlackBerry® iPhone® & iPod Touch® Windows Mobile® Other Phone

WP Access for Mt
EEETTTEE

E——
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Select | Select | Select | Select |

VIP Access for Mobile is a free application available for most mobile brands and models.
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Photographic Invigilator Module - PIM

A Deterrent against
collusion, impersonation, provid
es proof and automatic.

A Requires agreement for review
and referral.

A Exception Reporting.
A Allows for remote invigilation
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Admin| Contact U

Home
Main=> General=> PIM>> Suspect Tests

Movie Player: 291.avm

Test name: PIM Assessm
Attempt Date: 13/10/09
Attempt Mark: 3

PIM outcome: | Postponed v|

Save Exam Date: 13{10/2009 AYMonitor parameters:
Exam Time: 10:41:43 AM Audio threshold: 50%
Exam ID: 1 Video Threshold: 20%
Organisation ID: 1 Recording Period: 3 seconds
Number of audio events: 0 Monitoring Period: 10 seconds
Number of video events: 5
Movie duration: 0 min 46 seconds Time Elapsed: 00:47 minutes
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