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Calibrand, the currency for talent®

 Established in 1991.

« Cadlibrand, the currency for talent, specialises in
providing software tools that assess, monitor, measure,
benchmark, track and test people during periods of
employment and training.

« ISO 9001 2000 TickIT.

« UK. leaders in compliance & competence assessment
solutions.

Proven solutions- Calibrand e-Portfolio, Calibrand fest,
Calibrand Marker.
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Double/dual factor authentication

The different types of duel factor
authentication to be explored will be;

* Username/password/authentication key
— Yubikey, RSA

* Data Forensics
- Timelines

* Biometrics
— PIM, fingerprint
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Double factor authentication

For each we will;
* Present the problem.
* Present an example of the solution.

* Provide a brief (15 minute) exercise
showing participants how the solution can
work in practice and getfing them to solve
a scenario-based problem.
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The problems

* Invigilator collusion.
* Impersonation.

* Content security leak.
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Double factor authentication

Something you have and
something you know

* Yubikey
* RSA
* Photographic Invigilator Module

* Fingerprint technology

e Forensics




Yubikey

» Deterrent against collusion,
iImpersonation, provides proof.

« Something you have and
accept —legally - combined
with password you know!




RSA

» Deterrent against collusion,
Impersonation, provides proof
and fime dependent.

« Something you have and
accept - legally — combined
with password you know!




<{calibrand

ncy for talent

Photographic Invigilator Module

» Deterrent against collusion,
Impersonation, provides proof
and automatic.

* Requires agreement for review
and referral. Report by
exception.
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Fingerprint technology

» Deterrent against
Impersonation, provides proof
and automatic.

* |Inaccurate and easily
circumvented.




Forensics

e |dentifies ‘outliers’. I.e. collusion
or security leak

« ‘Suspicion’ only proof difficult to
obtain.
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Discussion

e Q& A and conclusions
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Conclusion

* Many options preventive not a cure

e Often trying to assign legal
responsibility.

* Simple often preferred —
organisations own capability can be
an issue.

 Markets are about confidence —every
little helps




